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Sysnet Global Solutions offer a wide range of managed security services to help organisations of all
types and sizes meet their information security management and compliance requirements. Our
managed security services include SIM on-Demand, Log Monitoring, Network Intrusion Prevention and
Detection Service, Firewall Management, Managed Vulnerability and Web Application Scanning as well

as Log Retention.

Firewall Management

Today's organisations rely on highly available, secure computing
environments to efficiently and safely conduct business.
Firewalls are a key component of a secure network and must be
managed properly to ensure they protect your critical
information assets.

Service Benefits
= Satisfies log retention requirements for PCl, FFIEC, SOX
and other regulations
= 24x7x365 proactive administration
= 0Ongoing maintenance of firewall devices

Security Monitoring

Security Monitoring is vital to an effective information security
program which monitors the activity occurring across your
security infrastructure and critical information assets.

This managed security service allows your organisation to
choose the platforms where logs must be monitored (servers,
security infrastructure, network components, etc.) and the
service level you require (full management, monitoring or self-
service). Reports are available through our portal for all
platforms and service levels where you can use built-in
workflow to capture signatures for audit purposes.

Service Benefits:
= 24x7x365 alert and log monitoring
= Advanced correlation
= |Immediate incident response
= On-demand reporting

Log Retention

Log Retention, which is the aggregation and storing of network
and application logs for archival purposes, is essential for many
organisations for both security and compliance. Industry
requlations such as PCl require organisations to monitor and
archive logs. Log retention is also important for forensic
investigation and network troubleshooting

Service Benefits
= Satisfies log retention requirements for PCl, FFIEC, SOX
and other requlations
= Provides on-demand access to all log data
= Supports security and network troubleshooting

SIM (Security Information Management) on Demand

SIM on-Demand provides superior security and compliance for
your organisation without the heavy lifting required to install
and configure a SIM product or the added expense of hardware
and staff to maintain/manage your solution. In fact, SIM on-
Demand can be up and running, protecting your organisation, in
just days.

Service Benefits:
= |dentify and respond to threats faster
= Efficiently demonstrate compliance
= Prioritize and track issue resolution
= Make better-informed security decisions
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Managed Security Services

Simple, Safe & Secure Solutions.

Network Intrusion Prevention and Detection Service
Our Managed Intrusion Prevention and Detection Service
protects your critical information assets from existing and
emerging threats. Our Intrusion Prevention and Detection
System (IPS/IDS) experts will perform all management and
maintenance of these devices.

Service Features:
=  Signature tuning
=  Signature updates
=  Configuration changes
= Security event monitoring
= Performance and availability management
®=  Monitoring of firewall logs for security events in real-
time

Managed Vulnerability and Web Application
Scanning

Vulnerabilities appear every day in applications, websites as
well as within devices and networks. Some vulnerabilities can
be exploited and some cannot which gives an organisation the
opportunity to prioritize which devices and/or applications need
remediating first.

Service Benefits

= Structured approach to vulnerability management

=  (an be run as an on-demand or as a scheduled
service

= PCl approved vulnerability scanning software and
testing methodology

= Improved IT asset and technology audits

= Easily integrated in the organisations ongoing Risk
Management Programme

Reasons to choose Sysnet

Market leader in ISO 27001 & PCI
DSS Services, vulnerability
management and audit &
assessment consulting.

Over 20 years experience in
multiple IT environments.

Over 300 individual clients in 35
countries and over 50,000
merchants registered to our online
PCI DSS Reporting Solution.
Expert engineering & consulting
teams that are certified to the
highest recognised standards,
CISSP, CISM AND CISA.
Extensive range of Security
Services such as Vulnerability
Scanning, Penetration Testing,
Payment Application Testing.
Proprietary online Compliance
Management Portal.

PCI Security Payments Council -
Qualified Security Assessors
(QSA)

PCI Security Payments Council -
Approved Scanning Vendors (ASV)
ISO 27001 Certified Information
Consultants

PFI certified by the PCI council

Security Security Security
Szandards Ccunml Snndards Counul standards Counnl

QUALIFIED SECURITY APPROVED SCANNING PCI FORENSIC INVESTIGATOR
ASSESSOR VENDOR PROGRAM

SAS70

Completed Type | Audit

For more information please contact us on +353 (0)1 495 1300 or
email our sales team at sales@sysnetglobalsolutions.com
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